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Time Agenda 

08:45 – 09:15  Refreshments and Registration  

09:15 – 09:20  Introduction 

09:20 – 10:05 Data Protection – One year on! 

Sheffield University processes an enormous amount of personal data, but 
prior to the implementation of GDPR was judged to be only 12% compliant 
with the new requirements.  This presentation will explain the steps taken to 
improve this and to embed good practice across the organization.  Now that 
the new legislation is here, we’ll look at what is the University doing to ensure 
that good Data Protection and information security remains a top priority and 
becomes second nature for all members of the University, as well as dealing 
with new challenges as the legislation matures and the environment develops 
(e.g. Brexit, technological developments, etc.). 

Anne Cutler is the Data Protection Officer for the University and has worked 
in the field for over twenty years.  She works in the University Secretary’s 
Office which leads on University Governance and all matters of legal 
compliance.  

10:05 – 10:45 Data Protection - Breached! 

Simon Hobbs will provide an ‘insight’ into the process of considering potential 
breaches and reporting these to the Information Commissioner’s Office, as 
well as dealing with any subsequent investigation. Whilst a challenging 
process, the importance of an effective and documented data protection 
governance framework and effective training to support this cannot be 
underestimated, especially when the outcome could be a significant fine!    

Simon is the Council’s Data Protection Officer and has been a qualified 
solicitor for over 30 years, specialising in regulatory and corporate governance 
matters. Since taking the role of Data Protection Officer for the Council in 
2018, Simon has been responsible for implementing policies and procedures 
to support compliance with GDPR and the Data Protection Act 2018. 

Simon Hobbs - Deputy Director of Legal Services at Derbyshire County 
Council. 

10:45 – 11:05 Refreshments Break  

11:05 – 11:50 Dealing with old data! 

Any data which is sensitive to your business should be removed from the 
media which stored it; just hitting 'Delete' isn't enough!  
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TVs, photocopiers, faxes, PCs and printers can contain vast amounts of data 
in their internal memory, which unless securely destroyed can result in 
accidental data exposure or increased risk of fraud. 

Jordan Clayton of Computer Disposals Limited will provide a detailed insight 
into the risky disposal procedures employed by some organizations that 
breach current data protection regulations. Simple changes to current 
procedures can reduce this risk often with little cost to the organization.   

11:50 – 12:30 The ‘Cyber Essentials’ 

Since October 2014, suppliers bidding for government contracts which involve 
handling of sensitive and personal information must be compliant with ‘Cyber 
Essentials’. Accreditation against the standard demonstrates that an 
organization takes security seriously and is a useful tool when undertaking a 
procurement exercise.  

Morton Bell, Director of TecSec, will provide an interactive session to explain 
the Cyber Essentials process and discuss the value of the certification for 
organizations who are looking for independent assurances of their information 
security procedures. 

12:30 – 13:30 Lunch  

13:30 – 14:20 Are you vulnerable? (Session includes a live demonstration) 

With the explosion of connected devices ‘Internet of Things’ and other 
technologies, the opportunities to exploit vulnerable individuals and 
organizations has never been so prevalent. As criminals increasing move 
online due to the higher financial gains and lower risk of detection, individuals 
and organizations need to keep pace with the changing threat landscape.    

Dr. David Day will provide an update on the current trends and threats that 
organizations are facing and provide a ‘live’ demonstration on how easy it is 
to exploit system including how to ‘spoof calls’. 

Dr. David Day, Managing Director of Samurai Digital Security Ltd has over 15 
years’ experience of information security management systems, information 
security compliance and hard technical information security controls gained 
both in industry and academia. 

14:20 – 15:00 Phishing for information!  

Did you know that 91% of successful data breaches started with a spear 
phishing attack, unbelievable but true! Cybercrime has gone professional. 
More than ever, users are the weakest link in your network security but can 
also be made into a strong last line of defense.  

Ross Goodburn will discuss the numbers and psychology behind phishing. 
Using real life examples of social engineering that involved the use of phishing 
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(a form of social engineering), Ross will demonstrate the devastating impact 
it can have on organizations that fall victim to the professional cyber criminals 
that use social engineering techniques to compromise these organizations.  

Ross Goodburn is the UK & Ireland Channel Manager for KnowBe4, the most 
popular Security Awareness Training and Simulated Phishing platform on the 
planet, and has twenty-two years of experience in the IT industry and nine 
years specialising in IT security services and solutions. 

15:00 – 15:20 Refreshments Break  

15:20 – 15:40 What organizations really do with your personal data! 

An ‘eye opening’ insight into unusual practices used by various organizations 
(big and small) to secure personal data, from holding medical forms in a toilet 
to allowing the cleaner to read confidential records. 

Philip Spencer (Audit Manager) at Derbyshire County Council will discuss the 
results from over 50 third party information security audits undertaken across 
the Country. 

As part of this session delegates will have the chance to win £10,000! 

15:40 – 16:20 East Midlands Special Operations Unit – Major Crime 

A look at cybercrime from a Police perspective in terms of overall trends and 
major crime involvement. As criminals use more and more sophisticated tools 
to avoid detection the ability to bring often complex cases to court can be 
challenging.  

An Officer from the Police Major Crime will provide an intriguing insight into 
the cases that are being dealt with on a day to day basis and how information 
is traded on the ‘Dark Web’. Guidance will also be provide on a number of 
simple steps that can be taken to protect your organization from being the 
next victim. 

16:20 – 16:30  Closing comments 

16:30 Close  

Sponsors Links: 

CIPFA in the Midlands 

https://www.cipfa.org/members/regions/midlands 

Safer Derbyshire 

https://www.saferderbyshire.gov.uk/home.aspx 

https://www.cipfa.org/members/regions/midlands
https://www.saferderbyshire.gov.uk/home.aspx

